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Speakers

Greg Hause® North Carolina Emergency
Management

Communications Branch Manager/SWIC

Red Grassa@ North Carolina Department of IT

Program Manage® First Responder Emerging
Technologies Program

Pokey Harri®d North Carolina Department of IT
Executive Directo® North Carolina 911 Board
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Agenda

|dentify the mission of Public Safety

|dentify what Public Safety Information is out
there

|dentify measures to secure the information
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Objective

Provide attendees an alternative look at what
public safety information is available for public
consumption and how that information could
potentially be used to do harm.

The choice to secure information relies on the
originator.
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Disclaimer

This presentation does not assume any entity or
agency is doing anything incorrectly. Examples
given are all North Carolina specific and are
intended to show lessons learned.
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State Interoperability Executive
Committee (SIEC)

LOCAL REPRESENTATIVES
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Eastern Domestic Preparedness Regions
Central Domestic Preparedness Regions
Western Domestic Preparedness Regions
Urban Area Security Initiative

NC Association of Rescue & EMS

NC Emergency Management Association
NC Association of County Commissioners
NC League of Municipalities

Association of Professional Communications
Officers

NC National Emergency Number Association
NC Sheniff's Association

NC Association of Chiefs of Police

NC Fire Chiefs Association

Auxiliary Communications

Tribal Rep: Eastern Band of Cherokee Indians.

STATE REPRESENTATIVES

NC Office of the Governor

NC Emergency Management

Voice Interoperability Plan for Emergency
Responders (VIPER)

NC 911 Board

NC DIT: Broadband Infrastructure Office
NC SPOC / FirstNet Project

NC Department of Transportation

NC Department of Health and Human
Services

NC Office of Emergency Medical Services
NC Homeland Security

NC Forest Service

North Carolina National Guard

State Bureau of Investigation

 BPS’
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To ensure that citizens can access and receive

assistance in their time of need.

To protect day to day activities in accordance with
all applicable laws.
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Public Safety Vulnerabilities assistance

is

¥

recognized
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As a society we, the public, are connected to
technology on a daily basis.

How vulnerable are cellular voice and data
networks?

Is the information that the public has access to
available to public safety?
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Public Safety Vulnerabilities [ e
accessed
(voice or
Public Safety Answering Points (PSAP) &0

The act of answering and processing a 911 call
Dispatching units to assist the public

How does a PSAP ensure that their systems are
safe and the information remains secure?
Hardware security (USB drives)
System security (Access to the Internet)
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Public
safety is

Public Safety Vulnerabilities accessed

(voice or
text)

NCDIT911 Board Emergency Services IP Network
Network Monitoring and Assistance Center (NMAC)

Security aStatewide 911 Network
2800+ Telecommunicators acting as sensors

2800+ Telecommunicatorghat could unwillingly do
harm

CALL

oo
EMERGENCY
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REDITATION PROSE
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North Carolina NextGen 911 - #NextGen911isNowGen911inNC

Emergency Services IP Network (ESInet) Status
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Information pathways within Public Safety

Email traffic- Controlling who forwards the emaill

Radio trafficd Controlling who is listening
Virtual traffic (WebEXx, Teamsic) 0 Controlllng who is
watching 9

TLP: RED

LAl Not for disclosure

Restricted to
participants only
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Information sharing vs. Information
entitlement

Information versus Data

Who needs to know vs. who wants to know
Vertical Information Management
Horizontal/Lateral Information sharing
Responsible to take action

Security and convenience ‘
Keys and codes, access consideration§
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Public Information Availability

Help is

sent

Is the information that public safety has access to available to

the public?
Yes

Whatever we want teshare
Good (on purpose ==

Bad (mistake or on
purpose

ferizon &
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Verizon LTE

Saturday, January 13

/A EMERGENCY ALERTS

Emergency Alert
BALLISTIC MISSILE THREAT INBOUND TO
HAWAII. SEEK IMMEDIATE SHELTER. THIS IS

NOT ADRILL.
Siide for more

Verizon

<

Tweets

-
.

LTE -, 1719

Charlotte Fire Dept o
7,119 Tweets

54% @

Tweets & replies Media Likes

Upaate Natural Gas Line Cut; Uptown at
the 600 block of College St; leak has
been controlled; 38 firefighters
controlled incident in 40 minutes; no
injuries reported; roads will open
momentarily. Have A Nice Day!

"

Charlotte Fire Dept harlotteFD - 6h
Update Natural Gas Line Cut; Uptown at
the 600 block of College St; construction
workers hit a 4" gas line; all construction
work has stop; firefighters are digging
and will attempt to clamp the gas line.

o Verizon

<

Tweets

LTE 15:29 73% @)

Raleigh - Wake 911
533K Tweets

Tweets & replies  Media Likes
Raleigh - Wake 911 @RW911- 1h
*ACCIDENT: Damage Only* - Raleigh
Police Department - 8000 Town Dr

Q 0
Raleigh - Wake 911 @

*ACCIDENT: Injuries* - Raleigh Police
Department - S Wilmington St / E Davie

St
(]
Raleigh - Wake 911

** - Raleigh Fire Department - Glenwood
Ave [ Davis Cir

Q n
Raleigh - Wake 911 @RW911- 2h

*ACCIDENT: Injuries* - Raleigh Police
Department - Glenwood Ave [ Davis Cir

o) ) &

Raleigh - Wake 911 @RW911- 2h
*ACCIDENT: Damage Only* - Rall
Police Department - 3422 Turnbri
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Problem

Public Information Availability retoned
Is the information that public safety has access to
available to the public?

No, but yes

People trying to circumvent a process to get the
info.

POLICE
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Problem

Radio Traffic Interception o

Using free applications and web based platforms,
sensitive, law enforcement information is being
captured and used to the detriment of public
safety.
Recent civil unrest activities
Charlotte, Raleigh, Asheville, Fayetteville, Greenville, etc.

All agencies reported bad actors listening to
smartphone apps for which law enforcement was

broadcasting tactical movements.
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Actions and options



